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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TS 33.501.
2
References

[1]
TS 33.501
[2]
S3-171922: Overall presentation of skeleton updates for mapping content under clause 7 in TS 33.401 to clause 8 in TS 33.501
3
Rationale

This contribution provides an update of the skeleton for clause 8 in TS 33.501 [1]. The rational is provided in a the companion contribution [2]. 
4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
***** First Change *****

8           Security Procedures between UE and 5G Radio Access Network Functions 
Editor’s Note: The content of this clause should cover network options 2, 4, 5 and 7. The content in this clause should cover both eNB and gNB.
Editor’s Note: The content of clauses with titles related to mechanisms between the UE and the CN is intended to capture the implications or the impact (if any) on the AS security mechanisms.
8.1
Security negotiations 
8.1.1
Handling of user-related keys in 5G-RAN

8.1.1.1
5G-RAN key setting

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.1, which is about 5G RAN key setting during AKA. 

8.1.1.2
5G-RAN key identification

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.2, which is about 5G-RAN key identification. It is ffs wether the text in this subclause should be limited to key set identification parameters sent over interfaces, e.g. eKSI over NAS for identifying a NAS security context or NCC over RRC for identifying an NH key. 

8.1.1.3
5G-RAN key lifetimes

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.3, which is about 5G-RAN key lifetimes. 

8.1.2
AS Security mode command procedure and algorithm negotiation

8.1.2.1
Procedures for AS algorithm selection

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.4.2, which is about AS algorithm negotiation procedure. 

8.1.2.2
AS security mode command procedure

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.4.5, which is about AS security mode command procedure. 
8.2
Security handling in state transitions 
8.2.1
Key handling at connection and registration state transitions 

8.2.1.1
Key handling at transitions between RM-DEREGISTERED and RM-REGISTERED states 

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.5, which is about key handling at state transitions to and away from RM-DEREGISTERED.
8.2.1.1.1
Transition from RM-REGISTERED to RM-DEREGISTERED
Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.5.1, which is about Transition to EMM-DEREGISTERED.
8.2.1.1.2
Transition from RM-DEREGISTERED to RM-REGISTERED

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.5.2, which is about Transition away from EMM-DEREGISTERED.
8.2.1.2
Key handling at transitions between CM-IDLE and CM-CONNECTED states

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.6, which is about key handling at state transition from CM-IDLE to CM-CONNECTED and state transition from CM-CONNECTED to CM-IDLE.
8.2.1.2.1
Transition from CM-IDLE to CM-CONNECTED

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.6.1, which is about key handling at state transition from CM-IDLE to CM-CONNECTED. 

8.2.1.2.2
Establishment of keys for cryptographically protected radio bearers

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.6.2, which is about keys for cryptographically protected radio bearers.
8.2.1.2.3
Transition from CM-CONNECTED to CM-IDLE

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.6.3, which is about key handling at state transition from CM-CONNECTED to CM-IDLE.
8.2.1.3
Key handling for the Registration procedure when registered in 5G-RAN

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.7, which is about key handling for the Registration procedure when registered in 5G-RAN.
8.2.2
Key handling at RRC state transitions
8.2.2.1 
Key handling at transitions between RRC-INACTIVE and RRC-CONNECTED states

Editor’s Note: The content of this clause is about key handling in state transitions from RRC-INACTIVE to RRC-CONNECTED and from RRC-CONNECTED to RRC-INACTIVE.
8.2.2.2
Key handling during mobility in RRC-INACTIVE state
Editor’s Note: The content of this clause is about key handling during mobility in RRC-INACTIVE state.
8.3
Security handling in mobility
8.3.1
Key handling in handover

8.3.1.1
General

8.3.1.1.1
Access stratum

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.1.1, which is about key handling in access stratum in handover. 
8.3.1.1.2
Non access stratum

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.1.2, which is about NAS aspects that needs to be considered in handover.
8.3.1.2
Key derivations for context modification procedure 

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.3, which is about key derivations for context modification procedure.
8.3.1.3

Key derivations during handovers

Editor’s Note: This clause is meant to contain contents corresponding to TS 33.401 [10], clause 7.2.8.4, which is about key derivations during handover.
8.3.1.3.1
Intra-gNB handover

Editor’s Note: This clause is meant to contain contents corresponding to TS 33.401 [10], clause 7.2.8.4.1, which is about intra-eNB handover and intra-gNB handover.
8.3.1.3.2
Xn-handover

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.2, which is about Xn-handover.
8.3.1.3.3
N2-Handover

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.3, which is about N2-handover.
8.3.1.3.4
UE handling

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.4, which is about UE handling in handover.
8.3.1.4
Key-change-on-the fly

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9, which is about key-change-on-the-fly.
8.3.1.4.1
General

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9.1, which is about general information related to key-change-on-the-fly.
8.3.1.4.2
AS key  re-keying

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9.2, which is about KeNB re-keying.
8.3.1.4.3
AS key refresh

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9.2, which is about KeNB refresh.
8.3.1.4.4
NAS key re-keying 

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9.4, which is about NAS key re-keying.
8.4
UP security mechanisms

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.3, which is about UP security mechanisms.
8.4.1
UP confidentiality mechanisms

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.3.1, which is about UP confidentiality mechanisms.
8.4.2
UP integrity mechanisms

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.3.2, which is about UP integrity mechanisms.
8.5
RRC security mechanisms

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.4, which is about RRC security mechanisms.
8.5.1
RRC integrity mechanisms

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.4.1, which is about RRC integrity mechanisms.
8.5.2
RRC confidentiality mechanisms

Editor’s Note: This clause is meant to contain contents corresponding to TS 33.401 [10], clause 7.4.2, which is about RRC confidentiality mechanisms.
8.6
Security handling in radio link failure
8.7
Dual Connectivity 

Editor's note: more subheadings from 33.401 clause 7 or 33.899 sec area#4?
Editor’s Note: This clause is meant to contain contents on security for all the dual connectivity options, i.e. options 4 and 7. 
***** End of Changes *****

